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_ INSA review completed \ .
: NATIONAL SECURLTY DECISION ,//’/////////
/ R .

.- *  DIRECTIVE NO.

e e  'NATIONAL POLICY ON TELPCOMMUNICATIOVS/AUTOMATED
—Te. ... T INEORMATION SYSTEMS SECURITY

It is'the responsibility of the Executive Branch to
properly safeguard information which concerns the security and

other vital-intérests of ‘the United States, including

“i‘;zit'_ overnment held 1nformation which bears on the individual rights
‘?ﬁ#ﬁ”? or_prlvacy-qf U.S. persons Telecomﬁﬁnlcatlons and other
B E information systems which handle such information in electronic o
iff”";form:are“ihﬁerenﬁiy“vulnerable to interception; una@thorized
electronic éccess? andlrelated means of technical exploitation.

Assuring their security integrity is therefore a national

Sl resoon51b111ty.

Sheee TR “ffiil_ Objectlves ‘To fulfill these responsibilities, I
;“directlﬁhét the nation's capabilities for securing
?%:%;~~~fteleéommuniqationtand automated information systems against
'},g'ffJ tébbﬁigéi-éxplditafion threats be déveloped, improved, and
maintained as necesééry'to:
| . 'a,- Aséure availability of an adeguate technical

T base-wihhin both government and industry.

. S - b. ~Pr3?ide-for reliable and continuing assessment
of threats and vulnerabilities.
| . ¢. Support other existing policy objectives for
national telecommunications and automated information resources.

-

d. Ensure effective use of protection resources.

CoENDY A R
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2. Policy Elements. National policy for the

protection of telecommunications and automated information
systems shall encompass the following elements:

a. Systems which generate, store, process or

transmit classified information in electrical form shall be
secured against exploitation.
- b; Systems similarly handling other goﬁernment-
derived information, tﬁe loss of which could adversely affect
the national interest or the rights of U.S. persons, shall be
protected commensuraﬁe with the risk of exploitation.

c. Systems which handle non-government information
of similar nature should be protected commensurate.with the
threat of exploitation. The Government shall take necessary-
steéps to identify such systems and informaﬁion-and:forﬁhlate
stratégies and measures for providing protection. The private
sector shall be encouraged to undertake the application of such

measures in the national interest,

3. .Imglementation{

a. A Systems Security Steering Group is hereby
"establiéhed to ensure a coordinated and effective national
effort, and shall coRsist of the following: |

] (1) The Assistant to the President for
National Security Affairs, or his representative. (Chairman)
(2) The Executive Agent for Communications

Security/Executive Agent of the National Communications Systems

(NCS}).
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(3) The Director of Central Inteliiéence.
SOV e T (4) The Associate Director of the Office of
;ng.; : ‘Management”and Budget (OMB) for National Secdrity and
| Irternerional Affairs.

e S o o (5)_ The Dlrector, Natlonal Securlty Agency

S - - e e

T (NSA{. (Executlve Secretary)

”'b. The Steerlng Group shall:

.:2f1ff:;;ggﬁ 4511} (1) Oversee'the implementation of and provide

guldance to the hatlonal Informatlon Systems SecurltyJSreup with

T respect to the objectlves and pollcy elements stated hereln *

*-fyﬁ?”'"' i N 3 Establlsh broad national objectlves and
priorities as may be required to implement this Directive,

. 5 . o : (3)  Review and approve consolidated resources

fgéia_ 'program and bﬁdget prOposals, and other matters referred to it

+ét;; y by the Lxecutlve Agent in fulfillment of responSLbllltles

‘:;1" * outlined in Ssubparagraph (4), below,

-f;;;ﬁafulfk-~r,:;;w“”;f@;-(4) Annually review and evaluate the security

- ‘i%x‘gtetrs of matjional telecommunications and automated information

e Akt gorannn . Ggeneiio .

;iii?ww : sgeteﬁshylrh4respect to.established objectives and priorities.ﬂfﬁé_ﬁpm;

B f(S)' Interact with the Steering Group en

:_f;;f—;:Vétionéi@Securitereieeommunicetionsf‘and}through that Group,

 with the National Secﬁriry Telecommunications Advisory Committee

(NSTAC), to ensure that the objectives and policy elements of

this Directive are addressed,

sE Cuwme Do e DRAFT
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i (6) Recommend for Presidential approval
o additions or revisions to this Directive as national interests
; reguire, |
. 4. The National Information.Systems Security
}1;- Comﬁiétee. | | |
%gQ,;;_T::; ‘ - : .‘a’ The Natlonal Information Systems Securlty

--{Commlttee (NISSC) is hereby establlshed and will operate under

dfifﬁfthe dlrectlon of the 8ystems Security Steering Group to consider

technlcal matters and cevelop operating policies as necessary to

. *
Lo 1molement the provxslons of this Directive. The Committee shall

f i ber composed of a representative of each of the follow1ng-ﬂ

The Secretary of State _ f&'
T The Secretary of .The Treasufy '}aﬁaﬁ%ﬁi
. Zi.:f53:¥%~;,rzeﬁ' - The Secretary of Energy . | .
: o The Secretefy of Transporﬁation
::Ei' :f  ‘-;-i?;e..'i~ -‘Tﬁe Attorney.General |
;fr-l€;w R | The Seereeary_of Commerce
Ti;iifii;:;;e;f;iffiZZiﬂefm;he:eirecter; Office of Management and Budget ‘

The Chief of Staff, United States Army
‘:{;;?he Chlef of Naval Operatlons

e "if’The-Chlef of Staff, Unlted States Air Force

.= ..~ The Cha;rman, Joint Chiefs of sStaff

;;;;v ’u-f.-xl“;_:_mu. -.. The Direetor, Central Intelliéence Agene§

_,fif“73¥~f’>'- T -The Di;ee;of, Federal Emergency Management
Agency

::':‘:_;-:__?'- LS e - T - - =L 4

hmﬁﬁ“
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The Administrator, General Services.
Administration
et S : -~ - The Manager, Natioﬁél Communications
System ' |
f“}};? - . - The Diredtor, National Security Agency
o (Voting-Chairman)
b. The Committee shall:

ﬁi;j'.”;j:}':"f:_upﬁgf”(ly«;Estabiish such specific operating

X policies; objéctives,'and'ptiorities as may be required to

1mplement thls Dlrectlve”

R e TR TR -

:_::5*asf*. - T S (2) Submlt to the Systems Securlty Steerlng
Group an annual evaluatlon of the status of national (::::::::

Tt e telecommunlcatlons and 1nformatlon resources security with

fﬁ%if?:u resoect to establlshed objectives and prlorltles e i
T f’i;f“‘*:'“-‘ T - {3)  Administer matters pertalnlng to the

5;-“~~"w release -of sen51t1ve securlty information, technigques, and

.}c;:ﬁlﬁ matnrlals to ‘foreign governments or 1nternaulonal organizations

S _Wmma{hww—%w’dw w b C,A >

TR et 7 T 7Y{4) ' Establish and maintain a natlonal issuance
-'7 :3fsystem_for"promulgatlng the.operating policies, directives and
T guidance which may be issued pursuant to this Directive,
'f";ikfgﬁ-" -;"- o . (5) Est:abl'isk:;...;:»errnanent—a-n41---3;&1@5:&434&-?-uf..,za..~
‘ eliainsd h,rm bey ,'L"'\.MM m;.{w rf—ww KC P N A
- subcomnltteeé as necessary to dlscharge 1ts responsibilities, #t&mem
e A 1 ool -p i M&-L._...
- e. The Commlttee shall make recommendatlons to the quDC
EE Steering Group on Committee membership, and may establish

criteria and procedures for permanent observers,

5

:1f;?ﬁ€};¥¥ 7.Vij‘ E ~;  '25f. H j' ‘ -E:BEJRE:- .
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Reéresentatives of other departments or agencies affécged by
“specific matfers under deliberation will attend upon invitation
- of the .Qh-a-itf:mag.. !:TW‘AL’,C~4-f,
; o .‘f. The Committee shall have a perﬁanent
fi L éecretariat composed of personnel of the National Security
.  Agenc§;'.Tﬁe-secretaiiat may be augmented as neceséary by
.peraonnel prov1ded by the Departments and Agencies represented

o —
"_jon the Board in response ‘to the Chairman's regquest. The

"'Natlonal Securlty Agency shall provide facilities and support as

PRI requlred N _ o ) S ' ' *

e B - -~

e T T "'f 3."The Executive Agent of the Government for

,‘A} _ Communications-Security. . , ' <::::::::

The Seurebary of Defense is the Executive Agent of 2?

E;E“Tff?tthe Government for Communlcatlons Security. 1In tth capacity he /

" shall 5erve an expanded rdle to act within policies and " f

nZD g procedures establlshed by the Systems Securlty Steering Group

77 - - and the NISSC to:

e o " a. Ensure the development, in conjunction with

-~ .-NISSC .member Departments and Agencies, of plans to fulfill the

- : objectlves of this Dlrectlve,'lncludlng the formulatlon of (::::::::
e ;"fnecessarj:;zzzjj?;\érchltectures | -

TR . b. Fulflll requlrenents of the Federal

o 7Government for éechn&ea;-securlty materlal and related services.,
S . |
c. Provide or approve“§ecur1ty standards and

doctrine,

i DRAFT |
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d. Condcct OL approve research and develoPment
‘of security techniques and equipment.
| ’ e. Operate or coordinate the efforts of
Government technxcal centers related to telecommunlcatlons and
automated 1nformat10n systems securlty.
- - B Develop and submit to the Steering Group

and the Congress a prOposed National Telcommunlcatlons and

'5Infornatlon Systems Securlty Program budget for each flscal

'year
-ﬁr::@ The Dlrector, Natlonal Security Ag ency. . -
=TI omhe Director, National Security Agency is-

‘ /WM N % LenZy 0.0 RAstasFlonel &

respon51ble for executlngéthe foregoing re5pon51b111t1es of the

.,./

fSecretary of Defense as Executive Agent In fulfllllng these

ﬂ'~repon31b11t1es he shall have authority to- - ?

- FRRRPRET é;. Emplrlcally examine federal

'téiecommunlcatlons -and associated electronlc 1n£ormatlon

Mﬂ JMQ*ML\. (__.u\c- oL-.,.A.w-‘..LM MM f‘v} &C,_,

- Loeq,
-~ handling systems&gid evaluate their vulnerablllty to hostlle Ceer. *dJQ

“-fﬁtefceptlon and~exp101tatlon | Any such activities, including

.those 1nvolv1ng monltorlng of off1c1al telecommunlcatlons shall

be - conducted in . strict compliance w1th the law and other
T AR

appllcable dlrectlves fhu btw’ef*b‘“‘“““"“*hékt*‘Jhd .)“‘Jﬁ;f 7
'k),\:. w‘uf"f\; é W_P\ HWT——L <. ”m“ﬁ ‘
- X _ b. Act as the 51ngle government focal point

for all matters related to cryptOgraphy to include; conducting
research and development;'prescrlblng Oor approving all’

standards, techniques, systems and equipments; and conducting

7

'ﬂi;gf?;;ffﬁifgf:,;‘ E:ﬁﬁﬁaﬁﬁtgqfﬁ-
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liaison with foreign governments, international organizations,

N oS 3 y
. » . » - - ERN L P AR :
and private 1nst1tut10ns<§lc,oraeﬁﬁ;moﬁob{ et famaied bC?)

ST R L e, Operate such industrial §9c111t1es as mag

- »
- . be requlred to perform critical functions related to the /

 provision of cryptographic and other sensitive security -
N - materials or services,

ombe e mm 2l s ‘d-; Operate a central technical center(s) to

CSETers - aSsess and dlssemlnate 1nformat1on on hostlle threats to é;:::::::
Gt T natxona1 telecommunlcatlons and information systems Security
--'. W W WMW_;W‘—,

e e . Operate a central technical center(s) to/bﬁgmh\

?tgif“' . NBd
TR evaluaté the . Securlty of telecommunlcatlons sys.ems computer

systems and data networks, and to conduct or Sponsor research
- and developmenr of securlty technigues.
: ;—__—"-;. N-'—_- :.'-. ) P s ) b _" el ) ’ S W W
v;e;.514ET:;u;r¢a'fﬂh;rw f,- Prescrlbe theAcontrol systems and standards

i for orotectlng cryptographlc and o;her sensitive seeurlty

Ty materlal, technlques, and information,

A Y

7. The Director of Central Intelligence shal aAXs&ancmAu~‘7n
. - ! ) 17 r - . Y
L '*iﬁdentify to the NISSC : 7N <:£i apD:Oprlare,,)
. \________.__.,/F ot

- TETT any unlaue handllng requirements a55001ated with the protection -

of sensitive compartmented intelligence.

—— e

r

Natlonal Bureau of Standards, shall issue such standards for the
securlty of telecommunlcatlons and other electronic information
fressc.

resources as the Dereetor——NaA—may approve and authorize for

public release in accordance with authorities assigned herein,.

U BRAET
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f'“ii;.- ' 9.7 The Director, Office of Management and éudget shall
W:-' " review for con51stency with this Directive, and amend as

- ?;if approprxate, OMB Clrculars A-71 (Transmittal Memorandum No 1),
=+ . OMB Circular A=76 as amended and other OMB policies ang
regulatlgqs.vhtch may pertain to the subject matter herein.
U ;_}Q::{The'ﬂeadéiof_Fédéral Departments and Agencies

shalls . .. . ..... . R

;;u“~f-:”'ﬁ”%“f':°'jr'5a‘ Conform w1th any pol%gles, standards and (::::::::

=z
G

doctrlnes 1ssued by proper authorltv bur suant to thlS Dlrectlve
%;_srffifttg{fa b Prov1de to the Systems Securlty Steerlng Group,
==-<: - the NISSC; -the Secretary of Defense as Executive Agent, and the
Director, Natlonal'Securlty Agency such information as they may

;2¥; ) __rgq@ire_to;discharge reSpbnsibilities assigned herein '
T - 11" Nothing in-this4ﬁirective shall: i ' <::::::::

| . a&.  Alter the existing authorities of the Director
N 4 £ . . . . % AMM}M"?—.
-0 entral Intelllgence for the overall d&mectLon, coordlnatlon

>

i:"i-JS?3an8léupérvisionlof intelligence -matters, nor his respon51b111ty
'{:1.'7 ‘to act as Executive Agent of the Government for. technical
“:i“ﬁjfi securlty countermeasures (TSCM) agalnst bugging, eavésdropping
L and related forms of survelllanceaﬂ_. o wéﬁ“ﬁﬁﬁ W= prrtnenss ;}{
¥

- " . M‘_{ N .,'_L,. Q ,‘._ﬂ_w —~—— s CG”LSEI 4,-,.54'."2....
b. lee—thﬂ’the NISSC, the Secretary of Defense,

T ] the Director, National Security Agency authority to inspecf::::::
" the personnel, facilities, or internal operations of other

- dep§rtments and agencies without their approval. This provision

does not constrain the authority of the Director, NSA to monitor

9

;%é?ﬁ;;j,.?;?;”,;;{}£:.3  jff;:» £:2§;3§E§E:?'?’
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telecommunications or the emissionsof other electroniq .
maﬁfg.; iﬁfofmétién‘éystems consistent with paragraph ll.a., above;
i€¥}*;ffw_'."w" - '¢.  Amend or contravene the provisions of other,

Jre%isting diréétives thch may pertain.to the financial
_;}_t.  >méﬁagéﬁgﬁt of automated information resources or to the
édministrati&é ;équirements for safeguarding such resources

E— . agalnst fraud abuse, and waste,

'ffi;"ff‘lz.' For “the purposes of this Directive, the follow1ng

’i"tﬁff terms shall have the meanlngs indicated.

iV - s .1;¢'ﬁjg7a;f Telecommunlcatlons means the creation,
“”?“?*5"‘préparation,fmanipulation, transmission, communication or
related processing of information by electrical,

elec*romagnetlc, electromechanlcal or electrd—optical means.

':Teé?ﬁ:ﬁu;J;z.~b Automated Infornatlon Systems means systems

which create _prepare, manipulate or process informatién in

* electronlc form for purposes other than teleccmmunlcatloﬁf angd

- e 1ncludes computers, word processing systems and associated

ecu1pment

- amRm T L R Y - Telecommunications and Information Systems

o e o i memm  m——— —— e e e

C;,f' ecurltz means- protectlon afforded to telecommunications,
““fj}. automated.lnformatlon systems, and other electronic 1nfornat10n

Jhandling systems in order to prevent exp101tatlon through

interéeption, unauthorlzed electronic access, or related

technical intelligence threats, and to ensure authenticity,

Such protection results from the appligation of security
_41“'--_ measu;esi(including_cryp?pSecurity, transmission security,

10

“1{ £i' ::;;_;?J;”i;;ﬁi?ff_;;iki;nff;.E:gﬁ%iéﬁggsfﬁf
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7 _emission security, and computer security) to systems which
.7 .. generate, handle, or process information of use to an adversary,
:fff;f?ffénd?also inbludes physical protection of sensitive security

;{ii“~_resources and materlals ‘ .

13-_ PD/NSC 24 is hereby superseded.
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REPLACES FORM 36-8
WHICH MAY BE USED.
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